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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on 
8/10/2004. Claims 1-36 are pending. 

Response to Arguments 

2. Applicant's arguments filed on 8/10/2004 have been fully considered but 
they are not persuasive. Applicant contends that the cited prior art, Merkle (U.S. 
Patent No. 5,003,597), "discuss portions of a 64 bit clear text block being used to 
calculate an input to a S-box, not being used as the S-box itself. Examiner 
respectfully disagrees. Merkle teaches the first portion of the clear text is 
selected as an input to a S-box (or can be interpreted as generate S-box based 
on values in first portion) (e.g. Fig. 1 and col. 2, line 64-col. 3, line 6). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 1-6. 8-9, 11-13 and 15-30 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Merkle (U.S. Patent No. 5,003,597) in view of Chow 
(U.S. Patent No. 6,594.761). 

In respect to claim 1 , Merkle discloses one or more computer readable 
media having stored thereon a plurality of instructions that, when executed by 
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one or nnore processors, causes the one or more processors to perform acts 
including: 

selecting a portion of clear text blocks (see Merkle, col. 2, lines 52-63); 

selecting another portion of the digital good, wherein the other portion is to 
be encrypted; and using the portion as a substitution box (S-box) when 
encrypting the other portion (see Merkle, Fig. 1, col. 2, line 51 -col. 3, line 21). 

Merkle does not explicitly discloses said clear text is digital good. 
However, Chow discloses using DES technique to obfuscate digital good for 
tamper resistant protection (see Chow, col. 10, lines 6-15 and col. 20, lines 29- 
47). Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to implement the teaching of Merkle's 
encryption technique with Chow*s teaching of using DES to obfuscate software 
program to ensure program of computer software needs to be protected is 
tamper resistant (Chow, col. 10, lines 10-14). 

In respect to claim 2, Merkle and Chow disclose one or more computer 
readable-media as recited in claim 1. wherein the entire digital good is to be 
encrypted (see Chow, col. 10, lines 1-15). 

In respect to claim 3, Merkle and Chow disclose one or more computer 
readable media, as recited in claim 1 , wherein the using comprises determining, 
for each group of bits of the other portion, a new group of bits based on the 
portion (see Merkle, col. 2, line 51 -col. 3, line 35). 

In respect to claim 4, Merkle and Chow disclose one or more computer 
readable media as recited in claim 1 . wherein the using comprises using bits of 
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the portion to determine a substitution sub portion for each sub-portion in the 
other portion (see Merkle, col. 2, line 51 -col. 3, line 35). 

In respect to claim 5, Merkle and Chow disclose one or more computer 
readable media as recited in claim 4, wherein the sub-portion comprises a byte 
(see Merkle. col. 3, lines 22-35). 

In respect to claim 6, Merkle and Chow disclose one or more computer 
readable media as recited in claim 1, wherein the digital good comprises a 
software program (see Chow, col. 10, lines 6-15). 

In respect to claims 8, 17-18, the claim limitations method claims that are 
substantially similar to claim 1 . Therefore claims 8, 17-18 are rejected based on 
the similar rationale. 

In respect to claims 9, 1 1-13 and 19-22, the claim limitations are method 
claims that are substantially similar computer readable medium claims 2-3, 4 and 
6. Therefore claims 9, 11-13 and 19-22 are rejected based on the similar 
rationale. 

In respect to claims 15 and 23, A method as recited in claims 8 and 17, 
wherein the encryption process uses a Data Encryption Standard (DES) cipher. 

In respect to claim 16, the claim limitation is a computer readable medium 
that is substantially similar to claim 1 . Therefore, claim 16 is rejected based on 
the similar rationale. 

In respect to claim 24, the claim limitation is a computer readable medium 
claim that is substantially similar to method claim 17. Therefore, claim 24 is 
rejected based on the similar rationale. 
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4. Claims 31-36 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Merkle (U.S. Patent No. 5,003,597) in view of Sirbu (U.S. Patent No. 
5,809,144). 

In respect to claim 31, Merkle discloses comprising: 
Selecting portion of clear text as a substitution box (S-box) in encrypting at least 
a portion of a second portion of clear text to produce encrypted text (see col. 2, 
line 52-col. 3, line 35). Merkle does not disclose but Sirbu discloses a server 
production encrypts digital good; and a client to store and execute the protected 
digital good, the client being configure to evaluate the protected digital to 
determine whether the protected digital good has been tampered with (see col. 9, 
lines 30-37). Therefore, it would have been obvious to one of ordinary skill in the 
art at the time the invention was made to implement the teaching of Merkle's 
encryption technique with the teaching of Sirbu's client's verifying received digital 
good to ensure that content of the digital good is received completely and 
correctly (Sirbu, col. 10, lines 9-11). 

In respect to claim 32, Merkle and Sirbu discloses a client-server system 
as recited in claim 31 , wherein the first digital good and the second digital good 
are the same digital good (see Merkle, col. 2, lines 50-63). 

In respect to claim 33, Merkle and Sirbu disclose one or more computer 
readable media having stored thereon a plurality of instructions that, when 
executed by one or more processors, causes the one or more processors to 
perform acts including: 
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decrypting at least a portion of a digital good by using another portion of 
the digital good as a substitution box (S-box) (see Merkle, col. 2, line 51 -col. 3, 
line 21). 

In respect to claim 34, Merkle and Sirbu disclose one or more computer 
readable media as recited in claim 33, wherein the decrypting is based at: least 
in part on a Data Encryption Standard (DES) cipher (see col. 3, lines 6-21). 

In respect to claim 35, Merkle and Sirbu disclose one or more computer 
readable media as recited in claim 33, wherein the decrypting comprises using 
bits of the other portion to determine a substitution value for each value in the 
portion (see col. 2, line 51 -col. 3, line 21). 

In respect to claim 36, Merkle and Sirbu disclose one or more computer 
readable media as recited in claim 33 wherein the digital good includes one or 
more of: a software program, audio content, and video content (see Sirbu, col. 1 , 
lines 13-25). 

5. Claims 7 and 14 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Merkle (U.S. Patent No. 5,003,597) and Chow (U.S. Patent 
No. 6,594,761) and further in view of Sirbu (U.S. Patent No. 5,809,144). 

In respect to claim 7, Merkle and Chow disclose one or more computer 
readable media as recited in claim 1. Merkle and Chow do not explicitly 
discloses wherein the digital good includes video content. However, Sirbu 
discloses encrypting video content of digital goods. It would have been obvious 
to one of ordinary skill in the art at the time the invention was made to implement 
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the teaching of Merkle's encryption technique to encrypt video content for secure 
data transmission over the insecure Internet. 

In respect to claim 14, the claim limitation is a method claim that is 
substantially similar to computer readable media claim 7. Therefore claim 14 is 
rejected based on the similar rationale. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the advisory 
action is not mailed until after the end of the THREE-MONTH shortened statutory 
period, then the shortened statutory period will expire on the date the advisory 
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will 
the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Tongoc Tran whose telephone number is 
(571) 272-3843. The examiner can normally be reached on 8:30-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gregory Morse can be reached on (571) 272-3838. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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